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ABSTRACT

Internet of Things is a concept that describes the idea of connecting everyday
physical objects to the internet. So no longer objects are just related to their user, but
now it is connected to surrounding objects and database. The main challenge in
designing loT applications is in the field of security. 10T contains resource-constrained
devices such as sensors, actuators, and Radio Frequency ldentification (RFID) in the
edge layer. In order to implement the security mechanism in these types of devices,
lightweight cryptographic techniques are the obvious solution. There are several
lightweight hashing techniques available today. Examples are PHOTON, QUARK,
SPONGENT, GLUON, etc. These all are fixed length block sized and key sized
lightweight hashing techniques.

The existing lightweight hash family uses Maximum Distance Separable
(MDS), Mixed column transformation or by using some registers for the desired
diffusion. All transformation methods available only support fixed block size and key
and require high hardware requirements.

This thesis proposes a Novel New Mersenne Number Transform (NMNT) based
Lightweight hash function for 10T applications. This proposed Lightweight hash uses
New Mersenne Number Transform, which provides good diffusion property and
employs a fast algorithm to compute the transform. Further, the hash function’s New
Mersenne Number Transform supports the powerful property of variable transform
length (powers of two). These properties make New Mersenne Number Transform
suitable for the design of new Lightweight hashing technique. The proposed lightweight
hash function is named lightweight New Mersenne number transform hash function
(LNMNT) and it is evaluated in terms randomness, confusion and diffusion, distribution
of hash function and different attacks. The randomness analysis testing is done using
standardized NIST test suit. The hash function was evaluated by means of COOJA
simulator and numerical models and was benchmarked against lightweight hash
function PHOTON and the proposed system shows about 65 percentage of
improvement in time of execution and 25 percentage improvement in randomness
property. And also did some comparisons on other todays available lightweight hash
function QUARK, SPONGENT, GLUON in a testbed implemented using Contiki OS
platform running on Zolertia Z1 motes in terms of time of execution, cycles per byte
and memory usage. The analysis result showed that our new lightweight hash function
has good random property and is highly sensitive to a slight change in the input message
and it consumed very low resources where the time of execution is only 1.3 seconds
while the power consumption is 6.7 UW.

The proposed LNMNT uses 54042 cycles per byte for the hash length of 128
bits making it compete very well in comparison with other standardized industry-
adopted lightweight hash functions, in terms of cycles per byte and execution speed.
Furthermore, other LWT hash functions are not adaptable to different hash digest
lengths. However, with LNMNT, transform length can be changed and create variable-
length hash digests without increasing the number of rounds.
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CHAPTER ONE
INTRODUCTION

1.1 BACKGROUND

The world is heading to a situation where objects are given life. Each object is
able to communicate, act as storage and also think on its own. 10T describes the concept
of connecting everyday physical objects to the internet (Ding et al., 2020). Thus, the
objects no longer are related to only user but also is connected to surrounding objects
and databases. 10T applications not only lessened the work burden, it improved the
maximum utilization of resources. Figure 1.1 shows loT applications, where the world
empowered with 10T is about to arrive (Jasim & ALRikabi, 2021). The data produced
by this world can be beneficial and contains consequences to the society. The main
drawbacks arise in the field of security and privacy. Hence, a better security
mechanisms for 10T is needed (Sharma et al., 2018).

Quality Assurance # N Y4 )
Eail Wp dicti Condition Monitoring Road safty Home Automation
Pal ::':ri-t_r_e iction Remote treatment Trafficﬁegula‘tiﬂn EnErgVEffiCiEnw
Frocu Rty personalized advices Law Enforcement Home Security
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E

\ VAN L\ AN J
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Efficient cataloguing
shipment tracking

\, -@J

Figure 1.1 10T Applications

In today’s networking concept everything is mobile, dynamic and virtually
connected to everything. 10T has been successfully applied to many fields such as
medical health, military applications, security assurance, agricultural field etc (Ashibani
& Mahmoud, 2018). Basically, 10T is based on the wireless network which are easily
attacked by attackers. Moreover, the sensor nodes and gateways are located in open

environment, which are vulnerable to different security problems. The security



guarantee for the communication between links need to be maintained. Failing in
security aspects can lead the attacker to attack the links and devices, collect information
and destroy the communication.

In case of 0T security (Suchitra & VVandana, 2016), one should start from lower
level security to higher levels (X. Li et al., 2011). Lower-level means starting from the
sensor nodes and gateways level. Hence, security of edge devices while connecting to
network is considered. The main issue related to the security of edge devices is that
these are very resource constrained devices which means they possess very little
computational power, small memory, and are power constrained devices in nature. In
order to implement the security mechanism in these types of devices, developing of
lightweight security mechanisms (UKkil et al., 2011) is required.

1.2 10T FUNDAMENTAL DESIGN AND OPERATIONAL
CONSTRAINTS

Researchers have been working hard to develop hash functions that are suitable
to run on the given system requirements (Kenji et al., 2015). The newly proposed hash
algorithm, investigated in this research work, must manage to run with low resource
load and overcome issues of security and throughput. In cipher design, a trade-off
between cost and security is necessary. Due to non-criticality of data transmitted by
single RFID chip, complete mass of all RFID chip’s data is critical. Therefore, the data
transmitted to other chips or servers should not be transmitted in clear format.

For example, a small cipher with reduced security still secures enough because
attacker must compromise the hashed data of all RFIDs. It is challenging with the
presented hash functions. Typically, in loT scenarios, availability might be more
important than confidentiality. But it depends on the use case. Latest Trends and Current
LWT Crypto-Functions Standardization Efforts Internet-of-Things (1oT) applications
often require constrained devices to be deployed in field for several years, even decades.
Protection of these tiny motes is crucial for end-to-end IoT security. Secure boot and
attestation techniques are critical requirements in 10T devices expected to be deployed
in field for several year, even decades. Such devices which rely on public key
Sign/Verify operations. In not-so-distant future, quantum computers are expected to
break traditional public key Sign/Verify functions (e.g. RSA and ECC signatures).

Hash Based Signatures (HBS) schemes, on the other hand, are promising

guantum-resistant alternatives. Their security is based on security of cryptographic hash



function which is known to be secure against quantum computers. The XMSS signature
scheme (Ghosh et al., n.d.) is a modern HBS construction with several advantages, but
it requires thousands of hash operations per Sign/Verify operation, which could be
challenging in resource constrained 10T motes. A latency-area optimized XMSS Sign
or Verify scheme with 128-bit post-quantum security was proposed in and an
appropriate HW-SW architecture has been designed and implemented in FPGA and
Silicon, where it spans out to 1521 ALMs and 13.5k gates respectively. In total, each
XMSS Sign/Verify operation takes 4.8 million clock cycles in the HW-SW hybrid
design approach which is 5.35 times faster than its pure SW execution latency on a 32-
bit microcontroller.

The main goal of LWT cryptography (Dutta, 2019) is to use less memory,
computing resource, power supply to provide security solution that can work over
resource-limited devices. The LWT cryptography is expected to be simpler and faster
implementation compared to conventional cryptography. Because of weakness and
problems in standard hash algorithms, designing a new cryptographic hash function is
an active research topic. This thesis research basically deals with construction of New
Mersenne Number Transform (Boussakta et al., 2003) based on new LWT hashing
techniques suitable for resource constrained devices. The main advantages of using
Mersenne numbers Transforms are:

1. Any arithmetic modulo Mersenne number is hamming weight preserving.
Always use low hamming weight numbers for key generation, so any number
modulo Mersenne number keep low hamming weight. With low hamming
weight, there need only low computation power.

2. Calculation of any number modulo Mersenne number operation can be done
within shorter time.

Use variable transform length (powers of two).

3

4. Use variable block size.

5. Use fast algorithm to compute the transform.
6

. Attain good diffusion property.

1.3 ARCHITECTURE OF 10T

The architecture of 10T applications is shown in figure 1.2 consisting of four

layers. The device layer consists of sensors, actuators, RFIDs and gateways (Qian et al.,



2016). Gateways collect the data from the above-mentioned devices for further
processing. This layer consists of resource constrained devices. Second layer, Network
Layer, provides transport and networking capabilities for routing the data. Third Layer
is a middle layer which hides the complexity of lower layers to higher layer and provides
also storage and further processing of data. The Application layer caters for different

loT applications like Smart city, Smart industry and smart health.

Smart City Smart Home Smart Industry

Application Layer |1oT Application ( ‘

Application Support Layer
Database management
Cloud computing

Security

Metwork Layer MNetworking I

Devices,
Gateways k j

Device Layer

Figure 1.2 Architecture view of loT

The security module provides necessary security features to each layer. It is
known, the device layer consists of resource constrained devices. In order to implement
a security mechanism in this layer LWT cryptographic techniques is required. The main
factors that needed to be consider for LWT cryptography includes memory usage,
power consumption and processing speed. The implementation of conventional
cryptographic techniques, such as SHA, AES are impossible in these kinds of devices
due to complexity associated with technigues. RFID tags have total gate count of 1000-
10000, with only 200-2000 gates set for security. Most of the conventional
cryptographic techniques needs more than 10000 gate equivalents for its
implementation (Naru et al., 2017).

For LWT cryptography, PH (Guo et al., 2011), QK (Aumasson et al., 2013),
SPONGENT (Bogdanov et al.,, 2013) , hash one (Mukundan et al., 2016) and
Lesamanta-LW (Akhimullah & Hirose, 2017) are defined as hashing methods in
ISO/IEC 29192-5:2016, PRESENT and CLEFIA for block ciphers in ISO/IEC 29192-



2:2012, and Enocoro and Trivium are defined stream methods in ISO/IEC 29192-
3:2012.

1.4 LIGHTWEIGHT HASH FUNCTIONS CHALLENGES

Most of the LWT hash function family known so far managed to run on resource
constrained devices but have some issues in terms of security and throughput.
Consequently, it is necessary to develop new approaches to hash function algorithm
design that is able to prevent attacks effectively in comparison to existing algorithms,
as they do not totally meet the requirement of latest technologies and security concern
of 10T. Furthermore, these issues are always considered in greater perspective of the
ICT rather than specific application domain of 0T (Zhang & Zhu, 2011).

Recently, there are many options followings for lowering of resource
requirements of hash functions, such as reducing the block size reducing the key size or
reducing the computations. However, making hash function LWT by reducing the block
size can be a serious concern against security, because there is increase in the probability
of guessing the random IV by the attackers, so that probability of recovering the
plaintext block by block by using chosen —plaintext attack increases. From this it is clear
to say that LWT is not meant to be weak cryptography. More from less availability is
required, so that weakening conventional cryptography is not good practice to achieve
design goal of LWT cryptography. Hence, an alternate method to achieve the LWT goal
is needed. There are many possibilities of side channel attacks, and is vital to consider
countermeasures at the implementation level.

Two main principles to secure cryptographic systems are diffusion and
confusion property. Confusion tries to make complication between plaintext and cipher
text. Diffusion is the process to rearranges plaintext into cipher text. The strength of
diffusion is measured by how plaintext is rearranged into cipher text. A small change in
plaintext should have a significant change in cipher text. This effect is called avalanche
effect. The cryptosystem should have good avalanche effect in such a way that half of
cipher text should chance for a single change in plaintext. Currently, AES algorithm
uses Mix Column Transformation in its diffusion layer. Mix Column transformation is
powerful for diffusion property. However, this transformation is fixed in terms of their
length. So that one cannot make significant change in the algorithm to make it

completely adequate for IoT devices. Thus, there is need for an alternative method in



order to satisfy the requirements of IoT devices. One major solution is to use parameter-
based transformation which supports variable block length and key size by changing
the transform length accordingly.

In this research, a new LWT hash function LNMNT is described, which uses
New Mersenne Number transform (NMNT) in its diffusion layer based on the
advantages of NMNT described above. Sponge construction method is chosen in order
to reduce the internal memory size as possible. This research also includes NIST test
result of our new LWT hash function.

1.5 PROBLEM STATEMENT

The main challenge in the design of security system of 10T is in the device layer.
This is due to the fact that the device layer consists of resource-constrained devices.
There are many lightweight hashing techniques available today such as PH (Li et al.,
2018) (Meuser et al., n.d.), QK (Aumasson et al., 2013), SPONGENT (X. Wang et al.,
2016), GLUON (Tareq Hammad, Jamil, Ezanee Rusli, & Reza, 2017) and SPN-HASH
( Canteaut, Anne & Roué, Joélle. 2015) etc. However, their major drawback is that they
only support fixed block size or fixed parameter-based hash functions.

A balancing of resource requirements and security is a challenging problem in
LWT cryptographic design. The majority of LWT hashing approaches attempt to
simplify existing cryptographic techniques which is a bad practice because
“lightweight’” does not imply “‘weak’’ or ‘‘light”’ cryptography. LWT designs require
same or better level of security features than conventional cryptography. Most of LWT
hash function family known so far managed to run on resource-constrained devices, but
do have some issues in terms of security level achieved and throughput. Consequently,
it is necessary to develop new approaches to hash function design that can prevent
attacks effectively in comparison to existing algorithms as they are not sufficient to
meet requirement of latest technologies and security concerns of 10T applications. There
are more than fifty symmetric LWT cryptographic algorithms proposed by various
sectors. However, the design focuses on how to reduce cost and enhance hardware and
software performance. Furthermore, many of them do not properly consider mitigating
security attacks. The ideal LWT cryptographic technique should reduce the conflict and
strike a balance between cost, performance, and security. To reach these three often

contradicting properties all together is a challenging design problem. Security problems



arise often when key or block sizes are reduced, and when algorithm design is
simplified. Making a hash function LWT by reducing the block size can be of serious
concern against security because there is an increase in probability of guessing random
IV by attackers (e.g., the probability of recovering the plaintext block by block by using
chosen plaintext attack increases). LWT does not mean weak cryptography, as more
from less availability is needed. Hence, weakening conventional cryptography is not a
good practice to achieve design goal of LWT cryptography and an alternative design
approach should be considered. There are many possibilities of side-channel attacks,
and it is vital to consider countermeasures at implementation level. Two main principles
for secure cryptographic systems are diffusion and confusion property. Confusion tries
to make complications between plaintext and ciphertext. Diffusion is the process in
which plaintext is rearranged into ciphertext. The strength of diffusion is measured by
how the plaintext is rearranged into ciphertext. A small change in the plaintext should
have a significant change in ciphertext (e.g., the avalanche effect). The crypto system
should have good avalanche effect in such a way that half of the ciphertext should
change for a single change in the plaintext. Currently, the AES algorithm uses Mix
Column Transformation in its diffusion layer. Mix Column transformation is powerful
for diffusion property. However, this transformation is fixed in terms of their length
such that a significant change in the algorithm to make it completely adequate for 10T
applications cannot be made. As a result, an alternate technique to meet the needs of
resource-constrained 10T devices is the usage of parameter-based transformation, which

permits changeable block length and key size by adjusting the transform length.

1.6 RESEARCH OBJECTIVES

The proposed new hash function is expected to support variable length hash
block for applications to the domain of 1oT. The main features of the proposed novel
hash function are being lightweight, produce variable hash size, low cost, possess
reduced implementation complexity and has good diffusion.

The research specific objectives are:

1. A new design approach is required for the construction of a LWT hash
function, where simplification of existing conventional cryptographic
techniques is not recommended. As a result, by using NMNT design a

lightweight one-way hash function for resource-constrained 10T devices.



