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ABSTRACT 

 

 

 

Blockchain technology was initially created to record Bitcoin (digital currency) 

transactions, but gradually its functions have expanded. As more businesses start to use 

digital currency, auditors may need to consider auditing transactions on blockchain should 

their clients start to use this technology. Blockchain can enable auditors to keep an audit 

trail. In addition, audit evidence for the occurrence of a transaction can be established by 

blockchain technology.  However, there has been a dearth of studies on the extent of 

Malaysian auditors’ awareness on blockchain. Therefore, this study aims to achieve the 

following objectives which are to: (i) determine the extent of Malaysian auditors’ 

awareness on blockchain, (ii) explore the Malaysian auditors’ perception regarding the 

usefulness of blockchain, (iii) investigate the Malaysian auditors’ perception regarding 

challenges of auditing transaction on a blockchain system, (iv) tests whether level of 

knowledge is associated with perception of auditors on blockchain; and if the perception 

in turn influences intention to use blockchain technology. The study used the theory of 

Technology Acceptance Model (TAM) as framework. The sample of this study was 

auditors working in audit firms throughout Malaysia. Overall, sixty-five auditors 

participated in the questionnaire survey, which was used to collect data for this study. 

Descriptive analyses, correlation and regression analysis were carried out to analyse the 

data. The findings of the study indicate that auditors have low awareness on blockchain. 

Auditors perceive blockchain as moderately useful. In addition, the results revealed that 

auditors are more concerned on the challenges that they may face, when auditing 

transactions on the blockchain system. Furthermore, it was revealed that Level of 

Knowledge has an impact on auditors Perceived Usefulness of blockchain. Whereas, 

Perceived Ease of Use and Perceived Risk influence Intention to Use blockchain. The 

findings of this study will assist audit firms in Malaysia to initiate workshops and trainings 

on blockchain in order to enhance their auditors’ awareness on the technology.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



iv 
 

 خلاصة البحث

 

في البداية لتسجيل معاملات البيتكوين )العملة الرقمية(، ولكن وظائفها   البلوكشين تم إنشاء تقنية 
توسعت تدريجياً. مع بدء المزيد من الشركات في استخدام العملة الرقمية، قد يحتاج المدققون إلى 
  إذا بدأ عملائهم في استخدام هذه التكنولوجية. ويمكن البلوكشين النظر في مراجعة المعاملات على
تمكين مراجعي الحسابات من الاحتفاظ بتعقب التدقيق. بالإضافة إلى ذلك،   لسلسلة البلوكشين
ومع ذلك، كانت هناك   البلوكشين. يمكن تأسيس أدلة مراجعة عن حدوث معاملة بواسطة تقنية
لذلك، فإن   البلوكشين. ندرة في الدراسات حول مدى وعي مراجعي الحسابات الماليزيين على

هذه الدراسة هو استكشاف تصور مراجعي الحسابات الماليزيين علىالهدف من   البلوكشين. 
كإطار نظري لها. وكانت عينة   (TAM) واستخدمت الدراسة نظرية نموذج قبول التكنولوجية
هذه الدراسة تتكون من مراجعي الحسابات العاملين في شركات مراجعة الحسابات في جميع أنحاء  

تبيان، إجمالا، خمسة وستون مراجعا للحسابات، واستُخدم هذا الاستبيان  ماليزيا. وشارك في الاس
لجمع البيانات اللازمة لهذه الدراسة. وقد أجري تحليل إحصائي أولي لتحليل البيانات. تشير نتائج  
الدراسة إلى أن مراجعي الحسابات الماليزيين لديهم وعي منخفض بسلسلة البلوكشين. ونظر مراجعو 

اليزيون إلى البلوكشين على أنها مفيدة بشكل معتدل. بالإضافة إلى ذلك، كشفت الحسابات الم
النتائج أن مراجعي الحسابات الماليزيين أكثر قلقا بشأن التحديات التي قد تواجههم، عند مراجعة  
المعاملات على نظام البلوكشين. علاوة على ذلك، تم الكشف عن أن مستوى المعرفة له تأثير  

ة المتصورة وسهولة الاستخدام المتصورة لسلسلة البلوكشين. في حين أن سهولة  على الفائد
البلوكشين. ستساعد نتائج هذه   الاستخدام المتصورة والمخاطر المتصورة تؤثر على نية استخدام
البلوكشين من أجل تعزيز   الدراسة شركات التدقيق في ماليزيا على بدء ورش عمل وتدريبات على

سابات بهذه التكنولوجية وعي مراجعي الح . 
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CHAPTER ONE 

 

INTRODUCTION 

 

 

1.1 INTRODUCTION  

This chapter is divided into seven sections. The first section of the chapter discusses the 

background of the current study. The second section highlights the problem statement. 

The third section describes the research objectives and research questions. The fourth 

section explains the motivation of the study. The fifth section justifies the significance 

of the study. The sixth section provides the organization of the dissertation. Finally, the 

last section concludes the chapter. 

 

1.2 BACKGROUND OF THE STUDY 

An audit is a process in which an auditor examines the financial statements of a 

company and provides assurance that these statements are prepared in accordance with 

the financial reporting framework (IAASB, 2009). Mainly, the auditors verify that the 

financial statements prepared and presented by the accountants are in accordance with 

accounting standards. However, the rapid growth of technology, such as the internet, 

has revolutionized human activities in all sectors such as medicine, economics, 

engineering, including auditing. Nowadays, with the internet, business dealings have 

changed; people can purchase assets online and make the payment without the need of 

physically going to a shop to acquire them, which used to be the case. As a result of the 

change in the dynamics business dealings, accounting is one of the fields which has 

been considerably affected by the development of technology (Tarek, Mohamed, 
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Houssain and Bassuony, 2017). Due to this considerable impact of technology on 

accounting, many corporations now use technological tools to record their daily 

transactions and to save their historical data. As the field of accounting evolves, so does 

auditing. In the audit profession, the Big-Four audit firms have significantly invested in 

information technology and developed audit software to facilitate their activities (Tarek 

et al. 2017). 

  In addition to the internet, Satoshi Nakamoto in his 2008 white paper introduced 

another type of payment with the bitcoin online transactions. The payment is made 

between different parties without the need of intermediaries like the financial 

institutions (Nakamoto, 2008). Bitcoin is a virtual currency used for online transaction 

payments (Swan, 2015). Bitcoins transactions are recorded in a distributed ledger called 

blockchain (Swan, 2015).  

The blockchain, as stated above, is a digital distributed ledger to record bitcoin 

transactions. All transactions in the blockchain technology are public and can be seen 

by all the network participants. Furthermore, every transaction in the blockchain 

technology is connected to the previous recorded transactions (Cai and Zhu, 2016). 

However, blockchain technology is not only used for recording bitcoin transactions, it 

goes further by enabling the record of non-financial assets such as birth certificate, land, 

and licenses. Blockchain necessitates a technology paradigm shift. Nevertheless, it has 

to be kept in mind that there are no intermediaries to regulate the system. Any security 

measures are carried out by the participants of the network (Swan, 2015).  

Another very important aspect of the blockchain is that it records transactions 

in chronological order, and once recorded in the system, it cannot be changed (Zhao, 

Fan and Yan, 2016; Crosby, Pattanayak, Verma and Kalvanaraman, 2016). Hence, the 

chronological record, the transparency and the availability of past transactions in the 
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blockchain system makes such data relevant to accounting and particularly for auditing.  

In this regard therefore, the objective of this study is to explore the Malaysian auditors’ 

perception on blockchain. 

Blockchain has some advantages. One of the advantages is its distributed ledger 

enabling two or more people to transact directly without a middleman at a low cost. 

Furthermore, the active nodes of the system maintain a complete copy of blockchain 

(Bible, Raphael, Taylor and Valiente, 2017). In addition, blockchain is the technology 

that could help to reduce the time of settlement, as it takes a long time with the 

traditional mode.  Therefore, parties transacting in the blockchain system can save time 

by using blockchain. Moreover, the information of the parties involved, and all 

transaction details are kept in an audit trail within the blockchain system (Lewis, 

McPartland and Ranjan, 2017).  Due to the advantages stated above, the use of 

blockchain is likely to gain relevance. 

 

1.3 PROBLEM STATEMENT  

The enhancement in information technology, as well as the introduction of digital 

currency in business activities have resulted in global companies starting to use 

blockchain for their activities. These companies include Amazon, Ant Financial 

Hangzhou in China and many others (Castillo, 2019). Hence, in order to remain current 

and updated on the dynamic business environment, auditors must be familiar with 

blockchain in order to meet clients’ expectations and needs. Generally, there is low 

awareness of blockchain (Bahga and Madisetti, 2016; Panicker and Kulkami, 2016; 

Kern, 2018) and it is not only in the accounting profession, but in general. 
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Kern (2018) conducted a study on the Level of Knowledge of blockchain among 

members of various societies including auditors. He found that most of the respondents 

were not aware about blockchain technology. Similarly, Kshetri (2017) reported in his 

study on blockchain as an emerging element that could break the poverty in the Global 

South countries, that the awareness of the main stakeholders of blockchain, such as the 

regulators, expected users and members, was little. It can be argued from these two 

studies that the awareness on blockchain is limited in the developing countries. Hence, 

this lack of awareness amongst users and even auditors may also exist in developing 

countries like Malaysia.  

  Furthermore, there are some challenges in auditing blockchain. This is because 

of the regulatory challenges that blockchain technology may encounter. To date there 

is an absence of a central agency that regulates blockchain activities in Malaysia. The 

Securities Commission Malaysia has issued guidelines on digital assets and token under 

Capital Markets Act 2007. One of these guidelines is the risk management on digital 

assets paragraph 15.08 (p.39) where the Digital Asset Exchange (DAX) Operator is 

required to identify the possible causes of operational risks that can emerge internally 

or externally. Once the sources of operational risks are identified, their impact should 

be mitigated by using appropriate procedures, systems, policy, and controls. Systems 

should be designed in order to ensure a high degree of security and operational 

reliability which includes having adequate capacity (Security Commission Malaysia). 

However, it must be noted that these requirements are for all digital assets in general,  

and not only for cryptocurrency. Nevertheless, the identification of potential operational 

risks, particularly in terms of procedures and controls, could also apply to the context 

of blockchain. Despite this guideline, when an error occurs during a transaction in the 

blockchain system, it can be problematic to determine the place where the error 
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occurred (Karbal, 2018). It would be challenging and time-consuming for auditors to 

attempt to trace and detect this error. Therefore, the problem of identifying the point of 

error makes the application of an appropriate law to this transaction difficult (Karbal, 

2018; George, Peterson, Yaros, Beam, Dibbell and Moore, 2019). 

Other than the regulation of blockchain, technical challenges may be 

encountered by auditors in auditing blockchain transactions. One of the technical 

challenges that blockchain may encounter is the scalability, which refers to the speed of 

a transaction in the blockchain system (Pawczuk, Massey, and Schatsky, 2018). The 

number of transactions initiated per day within financial institution is very high. This 

high amount of transactions to be recorded in blockchain can make the system heavy 

and reduce the speed of the transactions (Zheng, Xie, Dai, Chen and Wang, 2018). The 

low speed of the transaction can be explained by the many nodes required to validate a 

single transaction (Zheng et al., 2018). This low speed could also affect auditor’s work 

when the auditors have to audit these numerous numbers of transactions during a tight 

audit timeframe. 

    Moreover, blockchain technology is exposed to an alarming percentage (51%) 

of cyberattacks, in which unethical individuals can control the most part of the system 

by making fraudulent activities (Yli-Huumo, Ko, Choi, Park and Smolander, 2016). 

This unethical act can make the audit process exposed to more audit risk. For example, 

if there is a fraudulent activity in the blockchain, it will be complicated for auditors to 

obtain audit evidence in relation to that transaction as source documents in relation to 

the transaction would be lacking. Hence, the cost of the transaction will be high if the 

system is controlled by dishonest people. 

               In addition to the above, currently due to the lack of empirical studies on 

blockchain, particularly in developing countries like Malaysia, there is uncertainty on 
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auditors’ awareness and their perception on blockchain. This lack of empirical evidence 

could represent another challenge which needs to be studied. 

     The discussion above highlights a few of the challenges of blockchain that 

could potentially affect auditors. These challenges can only possibly be overcome if the 

auditors foresee these potential challenges of blockchain on the audit profession. 

However, such precautionary measures cannot be taken if auditors have a low 

understanding of blockchain, and therefore are unaware of the challenges that may arise 

for the audit profession. After highlighting the problems in relation to blockchain and 

auditors, the next section discusses the research objectives and research questions of the 

study. 

 

1.4 RESEARCH OBJECTIVES AND RESEARCH QUESTIONS 

 Based on the problems mentioned above, particularly in term of prior studies raising 

the issue of lack of awareness of blockchain technology, this study aims to achieve the 

following research objectives, which are to: 

RO1:     Determine the extent of Malaysian auditors’ awareness on blockchain. 

RO2:  Explore the Malaysian auditors’ perception regarding the usefulness of 

blockchain. 

RO3:       Investigate the Malaysian auditors’ perception regarding challenges of auditing 

transactions on a blockchain system. 

RO4:     Tests whether Level of Knowledge is associated with perception of auditors on 

blockchain; and if the perception in turn influences Intention to Use blockchain 

technology. 

The above objectives seek to address the following research questions: 
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RQ 1:     What is the extent of awareness of Malaysian auditors on blockchain? 

RQ2:   What is the Malaysian auditors’ perception regarding the usefulness of 

blockchain?  

RQ3:    What is the Malaysian auditors’ perception on the challenges of auditing 

transactions on the blockchain system? 

RQ4:        Does Level of Knowledge affects auditors’ perception on blockchain; and 

does this perception influence their Intention to Use blockchain technology?  

In order to attain the objectives of the study, which is the perception of 

Malaysian auditors on their awareness of blockchain, a quantitative method was used 

in this study. Specifically, primary data was collected using questionnaire survey.  The 

questionnaires were distributed to auditors in audit firms throughout Malaysia using 

online survey. The sample of audit firms was selected based on convenient sampling. 

The study received sixty-five responses. Subsequent to stating the research objectives 

and research questions of this study. The next section discusses the motivation of the 

study. 

 

1.5 MOTIVATION OF THE STUDY 

Blockchain, as a new information technology, presents a research opportunity in many 

sectors including accounting and particularly the audit profession. Thus, this study is 

driven by the following motivations. 

 Firstly, the Malaysia Institute of Accountants (MIA) has been conducting 

conferences and workshops on blockchain. This could have helped to increase 

accountant’s and auditors’ awareness of blockchain. Therefore, this study is motivated 

to find out how aware the auditors in Malaysia are on blockchain technology. 
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  Secondly, the research on blockchain offers a broad range of opportunities 

which need to be studied within an empirical research. This will give a better 

understanding of the technology, as it has the potential of being used in a wide range of 

applications. According to Zhao et al. (2016), there is a need for more research to extend 

the security and the efficiency of blockchain as the technology is still at its infancy stage 

of development. Thus, this study will help to point out the challenges that auditors can 

be faced while auditing blockchain and its usefulness as well. 

Thirdly, most of the studies done on blockchain are non-empirical studies and 

very few studies, if any, has been conducted in Malaysia. Some of these studies are by 

Panicker (2016), Xu (2016), Bible et al. (2017) and Broby and Paul (2017). Hence, this 

study seeks to fill the existing gap in the literature on blockchain. This study is therefore 

motivated to extend the literature on blockchain through conducting empirical research 

in the context of Malaysia. This study hopes to contribute to the limited literature on 

blockchain, particularly in the context of a developing country.  

Fourthly, this study is motivated to gather the perception of Malaysian auditors 

on the usefulness and the challenges of blockchain. Nowadays, many disciplines are 

technologically advanced. Therefore, the accounting field needs to follow the new trend 

of innovations by increasing the profession’s awareness on these technologies in order 

to satisfy their clients’ needs and expectations. 

 

1.6 SIGNIFICANCE OF THE STUDY  

The study will be significant to a number of parties. This study is expected to help 

auditors in assessing their awareness on blockchain technology. This would be useful 

to the audit profession in Malaysia as they may be interested to know whether their 


