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ABSTRACT

Money laundering and terrorism financing (ML/TF) are heinous crimes that cause
damage to financial stability and reputation of financial institutions. Thus, effective
compliance with the Anti-Money Laundering and Countering Financing of Terrorism
(AML/CFT) can mitigate the adverse effects of ML/TF activities. In this respect, the
money services business (MSB) sector must comply with the AML/CFT requirements as
its nature deals with cash and one-off transactions, leading to its vulnerability to ML/TF
risks. International organisations such as the United Nations (UN) and the Financial
Action Task Force (FATF) have urged all countries to ensure the MSB sector under their
jurisdiction complies with the AML/CFT requirements. In Malaysia, the MSB must
comply with the AML/CFT requirements in accordance with the Anti-Money
Laundering, Anti-Terrorism Financing and Proceeds of Unlawful Activities Act 2001
(Act 631) (AMLATFPUAA), as well as Policy Documents issued by Bank Negara
Malaysia (BNM). Nevertheless, the National Risk Assessment 2020 states that the MSB
has continuously become one of the high-risk sectors abused for AML/CFT offences.
Although the BNM has taken several legal enforcements, the MSB still faced issues
related to AML/CFT non-compliance. Therefore, this study employed doctrinal legal
research to analyse AML/CFT international countermeasures and national legal
frameworks. This study also compares with the United Kingdom (UK) for benchmarking
purposes. The cut-off date for legal analysis is July 2022 by analysing the primary and
secondary legal frameworks of AML/CFT requirements. Additionally, semi-structured
interviews were conducted with 15 respondents to identify the issues and challenges in
AML/CFT compliance. The respondents for this study are the AML/CFT trainers and the
money-changing and remittance licensees. The findings in this study identified several
loopholes of law and a lack of technical and infrastructure facilities leading to AML/CFT
non-compliance in the MSB sector. The findings accentuate the need for legal
reformation to ensure AML/CFT compliance in the MSB sector. Hence, this study
proposes amending the legal provisions under the AMLATFPUAA and Policy
Documents. This study also provides recommendations to enhance the effectiveness of
AML/CFT by providing a de-risking solution, robust legal enforcement and enhancement
of public-private partnership (PPP). Finally, this study contributes to the existing
literature in ensuring AML/CFT compliance for the MSB sector in Malaysia. This study
also provides legal reformation to further enhance the AML/CFT requirements in line
with international standards and best practices. Also, this study can assist the
policymakers in resolving issues and challenges of AML/CFT non-compliance in the
MSB sector. This study can benefit AML/CFT compliance for the MSB sector in
Malaysia, thus enhance the country’s position of full compliance with the AML/CFT
preventive measures.



Condl yashs

ity QUYL )l b g dnsldl A e CUY fsdy Jlsel) Joud i
Sl Lsfy JlseYl s 2l Jledl) Jume¥ 0B Wby Ll bl
JsoV et alaiil Lo a7l 2l 6V e asx of S (AML [ CFT)
cblbze (MSB) Jiss1 wlaas glas pih OF (gl s 3 .obaYl Lsdy
b oMalally Aad) e Bl ameb OF G LYl bsf [ ) e ailSs
el wlekatll i L OyYl hsf [ el s bl asa U] 3p L il
O o SW Je 0l o (FATF) QW Ll 5135 (UN) sl oY1 e
ot 33l olllaze xe silen ALl LYy woll 3Ll Ll o bl gl
Jos 0l ol J¥t MSB e s bl 3 Loyl Lss JIssY
i) ollles Ol hsfy JlpeV) et 130 Ogla) by Oyl sk JIsedl
sty ) wloyu (AMLATFPUAA) (631 045W) 2001 sl aeyali s
bl i) ey (M3 ey (BNM) Ll Negara sl e 35lall 2l
Gl L 1S bl oo Jlped) ek 00 Jlest O e 2020 b blsedd
5 (BNM) W 5 ladl o o o230 e Oyl bisdy Jipad o (12
aday et Lladlly oOSis axlyy Jlp ¥ MSB 01 Y) (gl 3yl (e daddl 341
Codl auhdll sde cotsaal (U Loyl Lsfy Jlsad) L 20l Jla)
S Yl Lisfs Jlsel fowd 2L 3oLl Aol el Y1 Jlodd (sl (355140
LY (3ol 8L sl 8 e Ul 2yl 0 )5 aibogll a1 LY
el LY L s e 2022 WJs s el Ll Sl sl L WL
i (s 4] BLoYL Yl sy i) b aoilSe e 25y 1Y)
¥l ot 2o0SL el 3 lbisdly Llad) jemi) Sjlis 15 oo habiie o



Josfs sl ot 58S L2 (3 Ospl) oa 2l oda 3 OsSLEN OV sk
Q‘J;“ﬂ‘ e Ldal) bb.ﬂ\ oda Lﬁ C?\L.S\ DA Q)L{j}dﬂb Zu\j.,a_ib V.:L U’G}JU) g.,)LAJ}“
ot 23S Jla) e ) 605 &) deamd) a2l 2adl) G3LL ) LSyl 4550
a5 ZaY dl W e il sda 55 MISB sllas (3 Clay1 Lsdy JIgel
oda 785 (f ag JMSB glas (3 ClaYl isdy Jlgad) ot 20l e Oloca)
pd Al 3Bay JlseY) e 23S 0506 Comgs 355l AT i 2l
DV e Ol sk JIseY) s 250l aJled padd Slaoy Wa)l anlydl oda
PHy oWl el BSLR gy b o0 W)y bl W > by
Jeed 20 JUma¥) Ol (3 83555k Sl & 2wl sda oales (sl L(PPP)
334 Gyl o] Uasf anlll oda i Lpdle (8 MISB gladl a1 fisds JisaY!
Jaily adodl el o sl L QL) sty Jlse¥) ot 2milS e pnd
ISl e 3 cluld) milo auhdl sds weles OF Sa el Lol
MSB gz 3 Oyl sfs g1 bk 20l el pias Bakadll oLl
sl gladl Ol hsfs Jlsedl ek Bl JaYl auhll) oda as Of K
1lSL 4560 el Lol JlaV) e &gl CaBge siar LWLy cbpdle (3 3,

W) sk JIsadl s



APPROVAL PAGE

The thesis of Raja Madihah Binti Raja Alias has been approved by the following:

Norhashimah binti Mohd Yasin
Supervisor

Mohd Yazid bin Zul Kepli
Co-Supervisor

Badruddin Bin Haji Ibrahim
Co-Supervisor

Mushera Bibi Ambaras Khan
Internal Examiner

Mohd Ma’Sum Billah
External Examiner

Akram Zeki Khedher
Chairman



DECLARATION

| hereby declare that this thesis is the result of my own investigations, except where
otherwise stated. | also declare that it has not been previously or concurrently submitted
as a whole for any other degrees at IIUM or other institutions.

Raja Madihah Binti Raja Alias

Signature ...........cooeviiiiiiiiii Date ..o



COPYRIGHT

INTERNATIONAL ISLAMIC UNIVERSITY MALAYSIA

DECLARATION OF COPYRIGHT AND AFFIRMATION OF FAIR
USE OF UNPUBLISHED RESEARCH

LEGAL COMPLIANCE WITH THE ANTI-MONEY LAUNDERING
AND ANTI-TERRORISM FINANCING FOR THE MONEY
SERVICES BUSINESS IN MALAYSIA

| declare that the copyright holder of this thesis are jointly owned by the student and
HUM.

Copyright © 2022 by Raja Madihah Binti Raja Alias and International Islamic University Malaysia. All
rights reserved.

No part of this unpublished research may be reproduced, stored in a retrieval system, or
transmitted, in any form or by any means, electronic, mechanical, photocopying,
recording, or otherwise without prior written permission of the copyright holder except
as provided below

1. Any material contained in or derived from this unpublished research may only
be used by others in their writing with due acknowledgement.

2. IIUM or its library will have the right to make and transmit copies (print or
electronic) for institutional and academic purposes.

3. The HHUM library will have the right to make, store in a retrieval system and
supply copies of this unpublished research if requested by other universities
and research libraries.

By signing this form, | acknowledged that | have read and understand the UM
Intellectual Property Right and Commercialisation policy.

Affirmed by Raja Madihah binti Raja Alias

Signature Date

Vi




DEDICATION

This Thesis is dedicated to my late parents and family members, who continuously pray

and support my success. May Allah grant them mercy and reward in the Hereafter.

vii



ACKNOWLEDGMENTS

All praise belongs to Allah SWT, Most Gracious and Most Merciful, who granted me
good health and life to complete this research. It is out of His Mercy and Blessings
granted an opportunity to further my PhD (Law) study at this IIUM “Garden of
Knowledge and Virtue” campus. It taught me to be humble with the knowledge granted
by Allah SWT and have strength despite all the life challenges in seeking knowledge.

My profound gratitude goes to my main supervisor, Prof. Dr. Norhashimah binti
Mohd Yasin, who endlessly gives me advice, supervision, and guidance in preparing this
Thesis and her enormous support and constant advice in conducting this research. Also,
her trust in me and her method of supervision increased my level of confidence,
creativity, and independence in doing research. It boosted my confidence in intellectual,
legal reasoning, and personal formation. Moreover, this heartfelt gratitude should also
extend to my co-supervisors, Assoc. Prof. Dr. Yazid bin Zul Kepli and Assoc. Prof. Dr.
Badruddin Hj. Ibrahim also contributed immensely to this research. | am fortunate to have
all of them as my supervisors, and | pray that may Allah SWT bless and reward them in
this world and grant them Jannatul Firdaus.

My deep gratitude also goes to Prof. Dr. Mohd Ma’sum Billah and Prof. Dr.
Mushera Bibi Ambaras Khan for their invaluable insights and comments in enhancing the
quality of the research. Your suggestions brought in threads of thought that made my
writing much richer. Heartfelt thanks go to Prof. Dr. Rusni Hassan for your
encouragement and help during my PhD journey. Also, my ardent gratitude to all my
respected lecturers in Ahmad Ibrahim Kulliyyah of Laws (AIKOL) inspired me to seek
and gain more knowledge. May Allah SWT rewards and give them blessings.

I must also thank the AIKOL PG Office staff and the ITUM Darul Al-Hikmah
librarians for assisting in completing this research. My gratitude goes further to Puan Nik
Nuun Asma, Puan Nur Fazlim Mohd Kunju, Tuan Muhammad Nazri, Mohamed Ershad
Syed Jahabar, and Vijayaraj R. Kanniah for providing inputs during my data collection. |
also thank the Malaysian Ministry of Higher Education for giving me a scholarship under
MyBrain 15 and for the privilege of being among the scholarship recipients in aiding me
in terms of financial support to complete this research.

Also, who am | without family? Indeed, having a supportive family is a blessing.
Special thanks to my family for their unwavering encouragement and financial support
during my study, Raja Mohd Yusri, Raja Masturah, Roslindawati Ibrahim, Azila Ibrahim
and several other family members continuously support me during my study. I would also
like to thank my husband for his understanding, love, patience, and help in completing the
thesis writing. Special thanks to all staff and students in Kulliyyah of Languages and
Management, IIUM Pagoh and all my friends during my Ph.D journey Dr. Razinah Mohd

viii



Zain, Dr. Faridah Hussain, Dr. Hanna Ambaras Khan, Dr. Khairul Fahmi, Dr. Ghulam
Dastagir, Dr. Nasir Maruf Adeniyi, Dato’ Ng See Teong, Noor Mahinar, Sharifah Nadia,
Mausooma Farooq and several other friends. | want to express my appreciation for all of
the assistance, support, and encouragement you’ve provided.

Finally, I thank those who contributed directly or indirectly to this Thesis and
supported me during this incredible journey. | hope this Thesis will contribute to those
directly or indirectly involved in the AML/CFT legal awareness and extend new
knowledge that will benefit society. Once more, we praise and glorify Allah for the
inexhaustible mercy that He has bestowed upon us, one of the benefits of which is that I
have successfully completed the work of writing this thesis. Alhamdulillah.



TABLE OF CONTENTS

ADSTTACT ... bbb [
ADSEFACE IN ATADIC ....eiieiiee ettt ne e sreenteenee e I
APPIOVAL PAGE......ceieieciic ettt et et reenae et e iv
[ =Tod T = U1 o] o ISP OR T SRTUPPRIN %
(O70]0)Y/ 1 | 1 (SRS Vi
=T [ Tox= U1 o] o ISP vii
ACKNOWIBAGMENTS. .....eiieieiiec ettt sreenreeneeanes viii
TaADIE OF CONTENTS ...ttt e st et e s e sreenteenee e X
LISt OF TADIES ...ttt XVi
LISE OF FIQUIES ...t bbbttt Xviili
S ) O PP PRPR PO XiX
LISE OF STALULES ....veeveeiieii ettt sttt e e eereenteeneenneenneeneeenes XXi
LiSt OF ADDIEVIALIONS ......oiviiiiiiiiiiee et XXii
Table OF TransSHtEratioN..........cociiiei e XXVi
CHAPTER ONE: AN INTRODUCTION ......ccotiiiiiieiesie et 1
I R 111 (o [FTox o] o USSR PRSP 1

1.2 Background of the RESEAICH ... 2

1.3 Statement of the ProbIem ... 7

1.4 Objectives Of the RESEAICN..........ccociiiiiiiiicc e 10

1.5 ReSEArCh QUESLIONS .....ccuviiiieiiie ittt ettt s be et e b srae e 11

1.6 HYPOTNESIS. ...ttt 11

1.7 LIterature REVIEW.......cuiiiieieieiie ittt ettt 12
1.7.1 Compliance with the International Organisations..............ccccocevvererenneen 12

1.7.2 Money Services Business Sector in Malaysia............ccccoeeveeveieeviecnnenne. 15

1.7.3 Money Services Business Sector in the United Kingdom (UK) ............. 21

1.8 Research Methodology .........cccoiiiiiiiiic e 23
1.8.1 Data COIHECTION ......ccveeeeie et 24

1.8.1.1 Doctrinal Legal ReSearch...........ccccceevveviiiieiiciicie e 25

1.8.1.2 Field Work Research: Semi-Structured Interviews .................. 28

1.9 Scope and Limitation of the ReSearch ............cccooevviie i 30

1.10 The Significance of the RESEArch ...........ccooviiiiiniiiee e 31
1.11Research FrameWOIK ..........cooiiiiieiiiicieeie e 33

1.12 Chapterisation of the RESEArCh .........ccccvviiiiiiiii 35
CHAPTER TWO: MONEY SERVICES BUSINESS FRAMEWORK IN
MALAYSIA: DEVELOPMENT AND PRACTICE........ccccoiiiiieeieere e 37
220 A {10 T L1 T 4 o] o SRS 37

2.2 The Emergence of the Term Money Services BUSINESS ..........ccccvevieiiieeiinenn, 37

2.3 The Phases and Legal Development...........ccooveiieieneniieiieeeese e 41
2.3 L Pre-1998 ... 43



2.3.2 1998-2011 ... 44

2.3.3 POSE-2011 PRASE......ciiiiiiiiiiiisiesiie et 46

2.4 Salient Features of the Money Services Business SECtor ..........cccocevveverirnnins 48
2.4.1 Single and Uniform ACL.........cov i 49
2.4.2 Multiple Business Activities in Single Entities.........cccccoovviiniiinnnnne 51
2.4.2.1  Money-Changing BUSINESS .........cccceveeieiiie i 51

2.4.2.2  Remittance BUSINESS ......ccccovieiierieeieneesie e 52

2.4.2.3  Wholesale CUrrency BUSINESS..........ccoervirieiiverreieseeseesieseenns 53

2.4.3 Administer and Regulate by the Bank Negara Malaysia......................... 54
2.4.4 Licensing ReQUITEMENTS .......cccveiieieeie e esie e ee e 56
2.4.5 Multiple TYpes Of CIaSSES ........cccueiiiiieieiere e 61
2.4.6 Principal-Agent Relationship ..o 62
2.4.7 GOVErnance REQUITEMENTS.........ccuiiiiiieieiesie et 63
2.4.7.1  Legal Requirements on the Anti-Money Laundering and Counter
Financing of Terrorism (AML/CFT) .cc.oooiiiiiiiiieeeee s 64

2.5 The Roles and Functions of the Malaysian Association of Money Services
BUSINESS (MAIMSB) ...t 66
2.6 Chapter SUMMANY .......ccviiiieeie ettt re e sae e sre e 67

CHAPTER THREE: ANTI-MONEY LAUNDERING AND ANTI-TERRORISM
FINANCING: CONCEPTUAL AND INTERNATIONAL COUNTERMEASURES

........................................................................................................................................... 69
K200 111 7T [1 o4 T o SRS 69
3.2 The Conceptual Background of Money Laundering and Terrorism Financing....

.......................................................................................................................... 70
3.2.1 Historical Background............cceouiieiiiiieiie e 70
3.2.2 The DEFINITION ..c.veiveeieieiecie e see e 73
3.2.3 The Methods and TrendS ..........ccoviieieieriene e e 75
3.2.4 Implications for Non-CompliancCe..........cccoceviiiiinienieieenec e 78

3.3 International COUNEEIMEASUIES .........ceeeeierierieriesiesiesieeieereeee e see e sresneeneas 80
3.3.1 The Significance of International Frameworks ............ccoovvniininnnns 81
3.3.2 The Role of the United NatiONS.........cccceieiiiiienisiseeee e 83
3.3.2.1  United Nations INStrUMENTS .........cceeerveerverenieneere e 84

3.3.2.1.1 United Nations Convention Against Illicit Traffic in
Narcotic Drugs and Psychotropic Substances 1988 (UNVC).... 84
3.3.2.1.2 International Convention for the Suppression of the

Financing of Terrorism 1999 (ICSFT).....ccccccevivivivieieiieceene 86

3.3.2.1.3 United Nations Convention Against Transitional
Organised Crime 2000 (UNCATOQC) ....cccccvvvevieiieciee e 87

3.3.2.1.4 United Nations Convention against Corruption 2005
(811107 X 3 PP 88
3.3.2.2  Main United Nations Security Council (UNSC) Resolutions.... 89
3.3.2.2.1 Resolution 1267 (1999).......cccccvviieieieieienene e 89
3.3.2.2.2 Resolution 1373 (2001)......cccccveveieiieieieiere e 90
3.3.2.2.3 Resolution 1617 (2005)........ccccuuveeerierierierieniesiesiesieareaneans 91
3.3.2.2.4 Other Important UNSC Resolutions...........cccceevvvverennnnne 91

Xi



3.3.3 Financial Action Task FOrce (FATF) .....ccovoiiieiiiieneee e 92

3.3.3.1 The FATF 40 Recommendations............covvrvriereeneneniesesieniens 94

3.3.3.2 FATF-Style Regional Bodies (FSRBs): Asian/Pacific Group on

Money Laundering (APG).......c.ooviieiieie e 98

3.3.3.3 High Risk and Other Monitored Jurisdiction...............c.ccccu... 101

3.3.3.4 FATF Initiatives in Combating Money Laundering and Terrorism
Financing in the Money Services BUSINESS..........cccoovverencnenenennns 102

3.3.4 Other Important International Bodies and Organisations...................... 104
3.3.4.1 International Monetary Fund (IMF).......ccccccoiviiiniienenieiies 104

3.3.4.2  TheWorld BanK..........ccocoiiiiiiiiiesee e 106

3.3.4.3  EGMONT GrOUP....ciiiiiiiiiieieiieee e 106

3.3.4.4 International Criminal Police Organisation (INTERPOL) ...... 107

3.4 Combating Money Laundering and Terrorism Financing From Islamic
PEISPECTIVES. ...ttt ettt et e ettt e et et e et e et eenreenre e 109
3.4.1 Preservation of Wealth ... 110
3.4.2 Compliance with the AUtNOFItY ..........cccoveiiiiiiiece e, 113

3.5 Chapter SUMMAIY ....c.coiiiiiiiie e 114

CHAPTER FOUR: LEGAL AND REGULATORY FRAMEWORKS ON ANTI-
MONEY LAUNDERING AND ANTI-TERRORISM FINANCING IN MALAYSIA

......................................................................................................................................... 115
4.1 INEFOTUCTION ..ttt nb e 115
4.2 The Legal DevelopmeNt..........cccooiiiiiiiiieee e 116
4.3 Regulatory and Supervision of the Bank Negara Malaysia (BNM) ............... 119

4.3.1 Bank Negara Malaysia (BNM) as a Competent Authority .................. 119
4.3.2 Financial Intelligence and Enforcement Department (FIED) ............... 122
4.3.3 Domestic Coordination for AML/CFT Control .........cccoevvvvevveinieene. 123
4.3.3.1 National Coordination Committee to Counter Money Laundering
(NCC) ettt be st sreenenne s 123
4.3.3.2 National Risk Assessment (NRA) ........ccccevveveiieiieneiicceenn 125
4.3.3.3 The Malaysian Financial Intelligence Network (MyFINet) .... 126
4.4 Primary LegiSIation..........ccociiiiieiieiieic ettt 127
4.4.1 Anti-Money Laundering, Anti-Terrorism Financing and Proceeds of
Unlawful Activities Act 2001 (Act 613) (AMLATFPUAA) .....ccccvviviviinnne 128
4411 Preamble and Application.........ccooiiiiininiiiieieeec e 128
4.4.1.2 Money Laundering Offences ........ccccovveveiieie e 129
4.4.1.3 Serious Offences or Predicate offences ..........ccccoceveiiniinnnnne 133
4.4.1.4 Reporting Institutions (RIS) .......ccoevvveveiviiiieieie e 135
4415 Reporting OblgatioNnS..........coviiriiiiiiiinesee e 135
4.4.1.6 Terrorism Financing OffenCesS ..........ccocvvveiiiieienecc e 136
4.4.2 Penal Code (ACE574) ..ottt 137
4.4.3 Mutual Assistance in Criminal Matters Act 2002 (Act 621) (MACMA) ...
............................................................................................................... 140
4.4.4 National Anti-Financial Crime Centre Act 2019 (Act 822) (NAFCCA)141
4.5 POLICY DOCUMENTS ....cvviiiiiiiie ettt 143

xii



4.5.1 Anti-Money Laundering, Countering Financing of Terrorism and
Targeted Financial Sanctions for Financial Institutions (AML/CFT/TFS).... 145
4.5.2 Anti-Money Laundering, Countering Financing of Terrorism and
Targeted Financial Sanctions for Financial Institutions (Supplementary
Document No. 1) — Money Services Business Sector (SD1) ........cccccevevenene 146
4.6 GUIGANCE ....veviiieiesiieiee ettt bbbttt bbb neeene e 147
4.6.1 Frequently Asked Questions on Anti-Money Laundering, Countering
Financing of Terrorism and Targeted Financial Sanctions for Financial

INSTIEULIONS ... et 148
4.6.2 Guidance on Verification of Individual Customers for Customer Due
DIHGENCE. ...t 148
4.6.3 Guidance on Beneficial Ownership........c.ccccooeiveiiiiiciicic e, 149
4.6.4 Requirements of BNM and SSM on Beneficial Ownership of Legal
PRISONS ...t r e n e ne e 149
4.7 Statutory Duties and OBIIgatioNS ..........cooereiiiiiiniieeeee e 150
4.7.1 Risk-Based Approach (RBA) ........cccooieiieieiieceeie e 151
4.7.1.1 Risk-Management FUNCEIONS ........cccoeiiiirineiieieeic e 153
4.7.1.2  RISK ASSESSMENT ....ovviiiiieiiiiiieieieie et 154
4.7.1.3 Risk Control and Mitigation ...........ccccoceviriiniiniieienenc e 156
4.7.1.4  RIiSKProfiling .....c.cooeoveiiiiiiiece e 157
4.7.1.5 AML/CFT RisK REPOItING .....ccccovviviiiiiiiiiiieieeee e 158
4.7.2 RECOIU-KEEPING ...cvieiiiieiie ittt 158
4.7.2.1  Retention of RECOIS........ccoivereiieiieie e 159
4.7.2.2  Issuance Of RECEIPL .....ccveviiieiiiie e 160
4.7.3 Suspicious Transaction Report (STR) .....ccocoviiiiiniiiiieie e 160
4.7.3.1  “Reason t0 SUSPECT”.....ccciviiiiiiiiiiieii e 161
4.7.3.2 Red Flags in Detecting Suspicious Transaction Report........... 162
4.7.4 Customer Due Diligence (CDD) .....cccceevvieiieiiiieiie e 164
4.7.4.1  Standard Customer Due Diligence..........ccocvovivienencnenennnnn 166
4.7.4.2  Simplified Customer Due Diligence.........cccocveveiveveiiieieenns 168
4.7.4.3  Specific Customer Due Diligence.........cccocvoviiienencnenennnnn 168
4.7.4.4  Enhanced Customer Due Diligence.........ccocoevvivveivevciiieseennns 169
4.7.45 Ongoing Due DiliIgenCe ........cccceoeiiiiiiniiineeeee 170
4.7.5 Compliance Programime ..........ceovevieiieieeiie e 170
4.75.1 The Role of the Board of Directors (BODS)...........ccccceveevrennene 171
4.7.5.2 The Role of Senior Management ............ccoovvverenencnieneneenn 172
4.75.3 The Role of Compliance OffiCer........cccccvvviviiiiiiiiiiicceee 173
4.7.5.4 Employee Screening, Training and AWareness ............cc.co...... 175
4.8 Chapter SUMMAIY .....coooiiiiiieiie e e e sneas 176

CHAPTER FIVE: COMPLIANCE OF ANTI-MONEY LAUNDERING AND
ANTI-TERRORISM FINANCING FOR THE MONEY SERVICES BUSINESS IN

MALAYSIA: ISSUES AND CHALLENGES ..........coooi e 178
ST R [ 011 (1o (T2 o ] TR 178

5.2 Collection of Data for Fieldwork INtervieW............cccvvveeiiiiieie i 180
5.2.1 Demographic Profiles of the Respondents ..........cccccoovverenenencnienenn. 181

Xiii



AMULICET TIAINELS ..o 181

5211  AML/CFT TraiNeIS.....ccccoiiiiiieiiie et 181
5.2.1.2  The Licensees of the Money Services BUSINESS .............ccceuen. 183
5.2.2 INTEIVIEW PIOCESS. ....cuviuiiiiieiieiie sttt 185
5.2.3 Analysing the Interviews Data: Thematic Analysis........cccccevvvivrennne. 188
5.3 Finding and Analysis from the INtErVIEW ..........c.cccoeveiieiieii i 190
5.3.1 Legal AWAIENESS .......ocuiiviiiiiiiiiiiieieee ettt 191
5.3.2 Compliance with AML/CFT Preventive Measures Requirements: MSB
RESPONUENTS. ... 193
5.3.2.1 Risk-Based APProach ..........ccccceevevveiesieiieene e ese e e 193
5.3.2.1  ReCOrd-KeePINg ......cocoviiririeieiieriesiese st 196
5.3.2.2  The Obligation of Customer Due Diligence .........c...ccccceevennenn 197
5.3.2.3  Suspicious Transaction REPOIt............ccovvrvrieiieieneneneseneen 200
5.3.2.4 AML/CFT Compliance Programme ..........ccccceevevvevesiveseennens 204
5.3.3 1ssues and Challenges..........ccooiiiririiiiie s 206
5.3.3.1  AML/CFT Compliance Culture and Awareness...................... 206
5.3.3.2  Understanding of Legal Provisions and Requirements............ 209
5.3.3.3  Lack of Operational, Technology and Technical Facilities..... 211
5.3.3.4 lllegal Money Services BUSINESS ...........covreerierienienenenenienns 212
5.3.3.5  HAWAIA ..o 213
5.3.3.6  Lack of Cooperation among Enforcement Agencies............... 217
5.4 Chapter SUMIMAIY .......ccoveiiieiieeieieesie et et re e s e ste e e saesaeenesraenreannens 218

CHAPTER SIX: ANTI-MONEY LAUNDERING AND ANTI-TERRORISM
FINANCING FOR THE MONEY SERVICES BUSINESS IN THE UNITED

KINGDOM ..ottt bbbttt e et estesbenbeabesneereas 220
6.1 AN INTrOTUCTION ... e 220
6.2 AN OVEIVIBW ...ttt bttt b e bbb e 221

6.2.1 Historical Legal Background.............ccccooereiiniiiiinieeese e 223
6.2.2 Commitment to International Organisations ..............ccccceevveereeiieceenne. 226
6.2.2.1  UNited NALIONS ....cc.eeeeiieiiieeeie e 226

6.2.2.2  Financial Action Task Force (FATF).....ccccceveiieviveveiiecieean 228

6.2.2.3  Regional OrganiSationsS ...........ccccerererereninieiesiese s 229

6.3 The Laws and Regulations............cccooveiieiiiiciiece e 230
6.3.1 Proceeds of Crime Act 2002 (POCA) ......ccceoveiiiieseeie e 230
6.3.2 Terrorism ACts (2000 and 2006) ........cccererveririerereeieieese e 233
6.3.3 Anti-Terrorism, Crime and Security Act 2001 (ATCSA)......cccccevueenee. 234
6.3.4 Criminal Finances ACt 2017 (CFA) ..o 235
6.3.5 Sanctions and Anti-Money Laundering Act 2018 (SAMLA) ............... 236
6.3.6 The Money Laundering, Terrorist Financing and Transfer of Funds
(Information on the Payer) Regulations 2017 (Regulations 2017) ................ 237
6.3.7 TNE DITECLIVES ....ecvveciieieeie ettt 239

6.4 Regulators and Supervisory Frameworks ..........cccocvvvivievieiieesie e 241
6.4.1 Financial Conduct AUthOrity (FCA)......ccvoiiiiiiiiieieeee e 243
6.4.2 Her Majesty’s Revenue and Customs (HMRC) .........ccccooevivivieiiieenen. 245
6.4.3 National Crime AgenCy (NCA) ... s 245

Xiv



6.4.4 The Joint Money Laundering Steering Group (JMSLG) ........ccccevrenee. 246

6.4.5 The Joint Money Laundering Intelligence Taskforce (JMLIT) ............ 247

6.5 Major HIGNHGNTS .....cooiiiiiiice e 249
6.6 Chapter SUMMAIY .......ccviiiiiicie et sre e 252
CHAPTER SEVEN: RECOMMENDATIONS AND CONCLUSION............c...... 253
0 A 1o o (1 T £ o] o PP 253
7.2 Summary of the RESEAICN .........cccveviiiiciee e 254
7.3 Major Findings of the ReSEArch ... 257
7.3.1 The Extent of Compliance with International Countermeasures and
Malaysian Legal Frameworks ...........ccoiiiiiiiiiiieeeeese e 257
7.3.2 Impediments for the CompliancCe .........cccccvveeiiiie i 262
7.3.3 Lesson from the United Kingdom (UK)........ccoooviiiiiiinienienene e, 265

7.4 ReCOMMENUALIONS......ciiiiiiiieiieieie ettt 268

7.4.1 Amendment to AML/CFT Legislation: Anti-Money Laundering, Anti-
Terrorism Financing and Proceeds of Unlawful Activities Act 2001 (Act 613)..

............................................................................................................... 269

7.4.2 Amendment for the Policy DoCUmMENt..........ccccveveiieve i 273

7.4.3 De-RISKING SLratEQY .....covevviriiiiiiiieieieie st 281

7.4.4 Robust Legal ENforcement............cccooveviiieie e 281

7.4.5 Enhancement of Public-Private Partnership (PPP)........ccccoovininininne. 282

7.5 Recommendations For Further ReSearch ...........ccccovvvvviiiiiicniesenc e 284

7.6 Concluding REMAIKS........ccviiiiiiiiei e 285
BIBLIOGRAPHY ..ottt ettt et snesne e enaanes 287
APPENDIX | oottt ettt et s e s e s e et et e e snesbentenrenneeneas 309
INTERVIEW QUESTIONS FOR AML/CFT TRAINERS........ccocoiiiiiiiiericis 309
APPENDIX T ..ottt ettt a s e e e tesaesbennesnenneaneas 311
INTERVIEW QUESTIONS FOR MONEY SERVICES BUSINESS LICENSEE 311
APPENDIX T oottt e s et et e snesnennennenneeneas 313
LIST OF INTERVIEWEES.........co oot 313
(€] IO 7 AN OSSR 314

XV



LIST OF TABLES

Table 1.1 Enforcement due to AML/CFT Non-Compliance 2014-2021 8
Table 2.1 Classes and Description of Licenses 61
Table 2.2 List of Existing Licensees as of July 2022 62
Table 3.1 Definition of ML/TF 73
Table 3.2 Development of AML/CFT Instruments and Standards 81
Table 3.3 List of FSRBs 99

Table 4.1 Requirements of Suspicious Transaction Report and Cash Threshold Report 122
Table 4.2 Ministries/Agencies under the NCC 124

Table 4.3 AML/CFT Policy Documents and Guidelines in Malaysia (July 2022) 144

Table 4.4 Guidance for the AML/CFT Compliance Issued by the BNM 147
Table 4.5 Summary of AML/CFT Preventive Measures Requirements 150
Table 4.6 Risk Assessment 155
Table 4.7 Categories of Risks Level 156
Table 4.8 Risk Profiling 157
Table 4.9 The Requirements in Conducting the Customer Due Diligence 169
Table 5.1 List of the Respondents 181
Table 5.2 Date of Interview AML/CFT Trainers 182
Table 5.3 List of the MSB Licensee 184
Table 5.4 Years of Experience for the MSB Licensee 184
Table 5.5 Stages in Conducting the Thematic Analysis 188

XVi



Table 6.1 Earliest AML/CFT law in the UK 223

Table 6.2 The Definition of MSB by FCA and HMRC 242
Table 6.3 Authorities in Charge of MSB Supervision 243
Table 6.4 Suspicious Transaction Reports submitted by the MSB 2015-2021 246
Table 7.1 Proposed Amendment on the List of Serious Offences 270
Table 7.2 Proposed Amendment to the Risk-Based Approach 272
Table 7.3 Amendment to the Risk-Based Approach 274
Table 7.4 Amendment for the Record-Keeping 276
Table 7.5 Proposed Amendment on the Customer Due Diligence 277
Table 7.6 Proposed Amendment Suspicious Transaction Report 278
Table 7.7 Proposed Amendment to AML/CFT Compliance Programme 280

XVii



LIST OF FIGURES

Figure 1.1 Research Methodology

Figure 1.2 Flow Chart of the Research

Figure 1.3 Research Framework

Figure 2.1 The Phases and Legal Development of the Money Services Business
Figure 2.2 Key Strategies in the Transformation of the MSB Sector in Malaysia
Figure 2.3 Salient Features of the Money Services Business in Malaysia

Figure 3.1 Methods of Money Laundering and Terrorism Financing

Figure 3.2 Implications of AML/CFT Non-Compliance

Figure 3.3 Stages of FATF 40 Recommendations

Figure 4.1 Development of AML/CFT Law in Malaysia

Figure 4.2 Powers of the BNM as a Competent Authority

Figure 4.3 Application of the Risk-Based Approach

Figure 4.4 Categories of Customer Due Diligence Measures

Figure 4.5 Categories for Identification and Verification of a Customer

Figure 5.1 Process of Interviews

Figure 5.2 Operation of Hawala

Figure 6.1 The JMLIT Taskforce

Figure 6.2 AML/CFT Significant Highlights in the UK

Figure 7.1 Summary of the Research

Figure 7.2 Proposed Amendments to the AML/CFT Law and Policy

XViil

24

33

34

42

47

49

76

78

96

117

120

153

166

167

186

214

248

250

255

269


file:///C:/Users/60193/OneDrive/Documents/Ph.D/26.9.2022-SECOND%20COORDINATOR%20CORRECTIONS/PhD%20Thesis-Raja%20Madihah.doc%23_Toc115062362

LIST OF CASES

Affin Bank Bhd v Datuk Ahmad Zahid Hamidi [2005] 1 MLRH 64

Amanullah Haji Moosa v The Commissioner for Her Majesty’s Revenue & Customs
[2010] UKFTT 248

Armenia Scotts Properties (KL) Sdn Bhd v The Ascott Limited & Others [2012] 1 LNS
487

Bai Wen Bin v Kiong Hon Wong [2016] MLRHU 1

Bazeer Ahmed Mohamed Ibrahim v PP [2014] MLRHU 1

Brac Saajan Exchange Ltd & Others v The Commissioners for Her Majesty’s Revenue
and Customs [2022] UKFTT 180

Butler v Commissioner for Fair Trading [2017] NSWCATAD 138

Chief Executive Officer of Australian Transaction Reports and Analysis Centre v TAB
Limited (No 3) [2017] FCA 1296

Companies Corporate s.r.o. v Ministerstvo financi CR [2018] All ER (D) 72 (Jan)
Dahabshiil Transfer Services Ltd v Barclays Bank plc; Harada Ltd and another v
Barclays Bank plc [2013] EWHC 3379 (Ch)

Diana Chee Vun Hsai v. Citibank Bhd [2009] 1 MLRH 881

E01058: Mohammed Naeem Esmail Maamaniat, [2007] UKVAT(Excise) (Manchester
Tribunal Centre)

E01059: Ali Nekooi, [2007] UKVAT (Excise) (Manchester Tribunal Centre)

Federal Cmr of Taxation v United Aircraft Corp (1943) 68 CLR 523

Global Payments Sdn Bhd & Anor v. Bank Negara Malaysia & Anor [2016] MLRHU 1
Guan Hin Enterprise (M) Sdn Bhd & Ors v Public Prosecutor [2015] MLJU 2199
Hajiyeva v National Crime Agency [2020] EWCA Civ 108

L & J Crew Station, LLC v. Banco Popular de Puerto Rico, and First Bank Puerto Rico
[2003] U.S. Dist. LEXIS 14966

MBF Factors Sdn Bhd v. Hong Kim Confectioner Sdn Bhd & Ors [2014] MLRHU 1
Michael Hunt v The Commissioners for Her Majesty’s Revenue & Customs [2014]
UKFTT 1094

Mohamad Nasuha bin Abdul Razak v Public Prosecutor [2020] 3 MLJ 530

Moneygram Payment Systems, Inc v The Commissioner for Her Majesty’s Revenue and
Customs [2010] UKFTT 132

Noor Ismahanum Mohd Islamic v Public Prosecutor [2019] 2 MLJ 536

Ooi Meng Khin v Amanah Scotts Properties (KL) Sdn Bhd [2014] 6 MLJ 488

P&P Property Ltd v Owen White & Catlin LLP and another [2018] EWCA Civ 1082.
Pendakwa Raya v Abdul Ghani Vickneswaran [2015] AMEJ 578

Pendakwa Raya v. Ummi Kalsom Bahak [2015] MLRHU 1 (HC)

Philip Morris Brands Sarl v Goodness for Import and Export & Ors [2018] 7 MLJ 350
Public Prosecutor v Dato’ Sri Mohd Najib bin Hj Abd Razak [2020] 11 MLJ 808

Public Prosecutor v Habib Jewels Sdn Bhd [2020] 12 MLJ 757

Public Prosecutor v. Gan Kiat Bend & Another Case [2011] 1 MLRH 606

XiX


https://www.lexisnexis.com/my/legal/search/runRemoteLink.do?A=0.8176956776586635&bct=A&service=citation&risb=21_T26601958404&langcountry=MY&linkInfo=F%23CA%23CLR%23vol%2568%25sel1%251943%25page%25523%25year%251943%25sel2%2568%25

Public Prosecutor v Kuala Dimensi Sdn Bhd & Ors [2018] 6 MLJ 37

Public Prosecutor v Mohamed Danny bin Mohamed Jedi [2018] 6 MLJ 3

Public Prosecutor v Mohd Firdaus Asren Saputra BMS Asren [2020] 2 MLJ 807
Public Prosecutor v Thong Kian Oon & Ors [2012] 10 MLJ 140

Prosecution Appeal (No 11 of 2007) R v W and Others [2008] EWCA Crim 2 533 (CA)
R v Anwoir and Others [2008] EWCA Crim 1354

R v Broadhead [2006] All ER (D) 67 (Dec)

R v Cuthbertson [1980] 2 All ER 401

R v GH [2015] UKSC 24 274

R v Jaffery [2013] EWCA Crim 360

Regina v Abbas Hussain Khanani [2009] EWCA Crim 276 (Court of Appeal)
Regina v Ahmed Najafpour [2009] EWCA Crim 2723

Regina v Ali and others; Regina v Bhatti [2006] QB 322; [2005] EWCA Crim 87
Regina v Mehta; Regina v Sharman; Regina v Reardon; Regina v Ratcliff (2008) Times, 3
October, Court of Appeal, Criminal Division.

Regina v K (I) [2007] EWCA Crim 491

Regina v Harish Patel [2012] EWCA Crim 2479

Rory Trainor Trading as Best Rate Bureau [2009] UKFTT 117

SAS International Money Sdn Bhd v PP [2015] MLRHU 1

Tan Sri Eric Chia Eng Hock v Public Prosecutor [2006] 3 MLJ 96

Tanveer Jaffery v The Queen [2013] EWCA Crim 360

Verrimax Sdn Bhd v. Bank Negara Malaysia & Anor [2016] MLRHU 1

XX



LIST OF STATUTES

Anti-Money Laundering Act 2001 (Act 613) (Amended Act)

Anti-Money Laundering and Anti-Terrorism Financing Act 2001 (Act 631) (Amended
Act)

Anti-Money Laundering, Anti-Terrorism Financing and Proceeds of Unlawful Activities
Act 2001 (Act 613)

Anti-Terrorism, Crime and Security Act 2001 (The United Kingdom)
Banking Act 1973 (Act 102) (Repealed by Act 732)

Banking and Financial Institutions Act 1989 (Act 372) (Repealed by Act 758)
Bills of Exchange Act 1949 (Revised 1978) (Act 204)

Central Bank of Malaysia Act 2009 (Act 701)

Companies Act 1965 (Act 125) (Repealed by Act 777)

Communications and Multimedia Acts 1998 (Act 588).

Criminal Finances Act 2017 (The United Kingdom)

Currency Act 2020 (Act 827)

Exchange Control Act 1953 (Act 17) (Repealed by Act 758)

Exchange Control Act 1953 (Revised-1969) (Act 17) (Repealed by Act 758)
European Union (Withdrawal) Act 2018 (The United Kingdom)

Financial Services Act 2013 (Act 758)

Financial Services and Markets Act 2000 (The United Kingdom)
Interpretation Acts 1948 and 1967 (Act 388)

Money Services Business Act 2011 (Act 731)

Money-Changing Act 1998 (Act 577) (Repealed by Act 731)

Mutual Assistance in Criminal Matters Act 2002 (Act 621)

National Anti-Financial Crime Centre Act 2019 (Act 822)

Payment Systems Act 2002 (Act 627) (Repealed by Act 758)

Penal Code (Act 574)

Proceeds of Crime Act 2002 (The United Kingdom)

Sanctions and Anti-Money Laundering Act 2018 (The United Kingdom)
Terrorism Acts (2000 and 2006) (The United Kingdom)

Terrorist Asset-Freezing etc. Act 2010 (The United Kingdom)

XXi



ABS
ACAMS
AICB
AMLA
AMLATFA

AMLATFPUAA

AML/ATF
AML/CFT
AML/CFT/TFS

AOFMSB

APG
ATCSA
BAFIA
BIS
BNM
BODs
CBMA
COVID-19
CDD
CEO
CFA
CFATF
CFT
CTC
CTR
DPRK
EAG

ECA
ECOWAS
e-KYC
ESAAMLG
EU

EUR

FATF

FAA

FCA

LIST OF ABBREVIATIONS

Asian Banking School

Association of Certified Anti Money Laundering Specialists

Asian Institute of Chartered Bankers

Anti-Money Laundering Act 2001 (Act 613)

Anti-Money Laundering and Anti-Terrorism Financing Act 2001 (Act
613)

Anti-Money Laundering, Anti-Terrorism Financing and Proceeds of
Unlawful Activities Act 2001 (Act 613)

Anti-Money Laundering and Anti-Terrorism Financing

Anti-Money Laundering and Countering the Financing of Terrorism
Anti-Money Laundering, Countering Financing of Terrorism and
Targeted Financial Sanctions for Financial Institutions

Agent Oversight Framework for Money Services Business
(BNM/RH/PD 031-17)

Asia-Pacific Group on Money-Laundering

Anti-Terrorism, Crime and Security Act 2001

Banking and Financial Institutions Act 1989 (Act 372).

Bank for International Settlements

Bank Negara Malaysia

Board of Directors

Central Bank of Malaysia Act 2009 (Act 701)

Coronavirus Disease 2019

Customer Due Diligence

Chief Executive Officer

Criminal Finances Act 2017

Caribbean Financial Action Task Force

Countering Financing of Terrorism

Counter-Terrorism Committee

Cash Threshold Report

Democratic People’s Republic of Korea

Eurasian Group on Combating Money Laundering and Financing of
Terrorism

Exchange Control Act 1953 (Act 758)

Economic Community of West African States

Electronic Know Your Customer

Eastern and Southern Africa Anti-Money Laundering Group
European Union

The Euro

Financial Action Task Force

Finance Accreditation Agency

Financial Conduct Authority

XXii



FIED
FIUs
FSRBs
FSA 2013
FSA
FSCG
FSAP
FSMA
G7
GRMO

GABAC
GAFILAT
GIABA
GOCO
GDP

GTD
HMRC
ICSFT

IFFs
UM
IFSA
IMF
IMoLIN
INTERPOL
IRS

ISIL
JMLIT
JMLSG
LTTE
MACCA
MACC
KYC
MACMA
MAMSB
MCA
MCO

MENAFATF

MER
ML
ML/TF
MOHA

MONEYVAL

MSB

Financial Intelligence and Enforcement Department
Financial Intelligence Units

Financial Action Task Force (FATF) - Style Regional Bodies
Financial Services Authorities (UK)

Financial Services Act 2013 (Act 758)

Financial Services Contact Group

Financial Sector Assessment Program

Financial Services and Markets Act 2000

Group of Seven

Governance, Risk Management, and Operations for Money Services
Business (MSB) (BNM/RH/PD 031-16)

Central Africa Anti-Money Laundering Group

Latin America Anti-Money Laundering Group

West Africa Money Laundering Group

Group of Compliance Officers

Gross Domestic Product

Global Terrorism Database

Her Majesty’s Revenue and Customs

International Convention for the Suppression of the Financing of
Terrorism 1999

Ilicit Financial Flows

International Islamic University Malaysia

Islamic Financial Services Act (Act 759)

International Monetary Fund

International Money Laundering Information Network
International Criminal Police Organisation

International Revenue Service

Islamic State in Iraq and Levant

The Joint Money Laundering Intelligence Taskforce

The Joint Money Laundering Steering Group

Liberation Tigers of Tamil Eelam

Malaysian Anti-Corruption Commission Act 2009 (Act 694)
Malaysian Anti-Corruption Commission

Know Your Customer

Mutual Assistance in Criminal Matters Act 2002 (Act 621)
Malaysian Association of Money Services Business
Money-Changing Act 1998 (Act 577)

Movement Control Order

The Middle East and North Africa Financial Action Task Force
Mutual Evaluation Report

Money Laundering

Money Laundering and Terrorism Financing

Ministry of Home Affairs

Committee of Experts on the Evaluation of Anti-Money Laundering
Measures and the Financing of Terrorism

Money Services Business

ol



