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ABSTRACT

In the present Information and Communication Technology (ICT) based society,
software engineers hold significant roles. Every sector of society uses software, be it
cducation, healthcare, sceurity, transportation, and so on. As soflware engineers are
affecting socicty greatly, if they do not behave cthically in their work, it could cause
widespread damage. This has occurred in numcrous incidents in the past such as the
Volkswagen emissions scandal in 2017 and Facebook-Cambridge Analytica scandal
in 2018. And although calls for rcform arc made repeatedly after these scandals, there
is still a lack of effort to improve the situation in education, software industries and
research. So, investigating the ethics of software engineers and the relationships it has
with other variables is important for understanding what could be done to improve the
situation. Software engineers work in rapidly-changing business environments that
cause intense social interactions which results in them facing a lot of pressure which
leads to stress. Their emotions are important for dealing with this, and can impact their
ethical decision-making. Previous studies have shown that employees with higher
Emotional Intelligence (EQ) were able to manage their emotions better leading to less
stress and performed better at work. Also, job satisfaction has been found to be
important for better work performance, better organizations, lower workplace deviant
behavior etc. Therefore, in this quantitative study, the researcher aims to investigate
the moderation effect of EQ between work ethics of software engineers and their work
performance, and job satisfaction. Also, the correlation between work cthics, and
work pertformance and job satisfaction will be investigated. 170 softwarce engincers
responded to the questionnaires measuring the four variables: work cthics, EQ, work
performance and job satisfaction, which were sent to them via Linkedin. Data
collection was carried out over 4 months. Data analysis was run in SPSS version 22,
For the modceration analysis, hicrarchical multiple regression was used: for the
correlation analysis, Pearson’s product-moment correlation (r) was used. The results
for the moderation analysis arc as follows: EQ significantly moderates the relationship
between work cthics and work performance; EQ does not significantly moderate the
rclationship between work cthics and job satisfaction. The results tor the correlation
analysis arc as follows: there is a strong significant positive correlation between work
cthics and work performance; there is a moderate significant positive corretation
between work cthics and job satisfaction. These findings have important implications
for cducation. software industrics and rescarch. More eftort needs to be done to teach
and train both work cthics and EQ in cducation and software idustries since work
cthics positively correlates with both work pertormance and job satistaction. and EQ
strengthens the relationship between work ethics and work performance of software
engineers. Also, further rescarch should be done on the work ethies of sofiware
enginecrs and its relationships with other variables such as team climate. team
tlexibility and so on. Al of this will help in improving the ethical behaviour of
software engineers in the future which will then reduce unethical incidents. and
instcad. increase beneficial contributions to society.
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CHAPTER ONE
INTRODUCTION

1.1 BACKGROUND OF THE STUDY

Development of software has become a core element in today’s ICT
(Information and Communication Technology) based society (Aydemir & Dalpiaz,
2017; Jia & Xin, 2018). Governments, educational institutions, healthcare
organizations, national security, transportation, and many other sectors are using
systems that involve software. Without the software, these systems would not
function. Most of these systems are necessary and are benefiting society greatly.
Therefore, it can be said that the software engineers behind the development of these
software are impacting society greatly (Aydemir & Dalpiaz, 2017; Rogerson, Miller,
Winter & Larson, 2017; Jia & Xin, 2018). As they have the power to change society,
they also have a duty to exercise that power responsibly and ethically or it could cause
widespread damage. There are many instances in the past where this has happened.

In March 2018, news all over the world exploded with the Facebook-
Cambridge Analytica scandal. Cambridge Analytica. a data analyvtics (involving
software), political, advertising and consulting company based  the UKL was tfound
to have harvested the personal data of mithions of people’s Facebook protites without
their consent and used it to influence a variety of political campaigns (they managed
to completely change the tide of clections with their activities). It resulted na huge
public outcry, a massive fall in Facebook’s stock price, Mark Zuckerberg (the tounder
of Facebook) had to testify in front of the United States’ congress, and there were calls
for tighter regulations on software companies’ use of data (Facebook—Cambridge

Analytica data scandal, 2018).



The year before, in 2017, the Volkswagen emissions scandal occurred.
Volkswagen was found to have used a defeat device to cheat on emissions tests
mandated by the Environmental Protection Agency (EPA) and the California Air
Resources Board (CARB) to sell approximately 590,000 diesel vehicles in the US.
Misinformation was purposely being generated by software that was developed and
implemented by professionals who were knowingly part of this unethical and illegal
act (Rogerson et al., 2017).

Another example of software misuse is ransomware. According to Lord
(2018), more than 7,600 ransomware attacks were reported to the Internet Crime
Complaint Centre (IC3) between 2005 and March of 2017. In 2015 alone, the IC3
received 2,453 ransomware complaints that cost victims over $1.6 million. And
according to Lord (2018), these figures only represent the attacks reported to the IC3;
the actual number of ransomware attacks and costs is much higher. Ransomware is a
form of malicious software from cryptovirology that threatens to publish the victim's
data or perpetually block access to it unless a ransom is paid (Ransomware, 2018).
This means that people who are able to develop software are intentionally using their
skills for unethical purposes. This illegal extortion of money is already a great crime.
But when it puts people’s lives at risk, the crime becomes even worse. In May 2017, a
ransomware attack in the UK caused the closure of many of the emergency units in
hospitals in the UK, endangering patients (Rogerson et al., 2017).

These examples are only a few of the many incidences where software is
developed and used for illegal or unethical reasons. Rogerson et al. (2017) said that
the consideration of ethics in the Information Technology (IT) industry is often
neglected until events like these occur. In the aftermath of these incidences, members

of the public reignite the discussion on the ethical standards of IT companies. They



call for tighter regulations on them. However, even with them voicing these demands
time and time again, not enough is being done. In a keynote speech at ICSE 2015,
Grady Booch put forward the notion that “every line of code has a moral and ethical
implication.” Ferrario et al. (2017) said that “anything digital is inevitably affected by
values: the organizational values of the project sponsor, the values of the research
partners, and the values of each developer and designer” (p. 1). Thomson and
Schmoldt (2001) mentioned that, from an ethical perspective, technology
improvement should protect human values while improving computer software.
However, as said before, the presence of human values in software engineering (SE) is
usually neglected or invisible until the widespread consequences of breaching them
are felt (Ferrario et al., 2017; Rogerson et al., 2017). In education and research as
well, ethics are not given enough emphasis. Logan and Clarkson, in 2005, did a
review of programs offered by universities in information security and found that
there was a pattern of “strong technical content and the absence of an ethics and
computer law course” (pp. 157-161). In 2017, Rogerson et al. said that in reviewing
topics covered by scveral international and national information systems conferences
and textbooks, the topic of ethics is totally missing or minimally represented. This is
very surprising as, in the IT world, ethics is a very crucial issue. It can be observed
that not much has improved between 2005 and 2017. From these tindings, it can be
scen that there is an urgent need to increase action taken regarding the ethical
dimension of IT/SE in education, industries and research.

One way of taking action in research is to investigate the relationship between
the cthics of software engineers and other variables, especially interpersonal variables
of software cngincers. Gunsel and Agikgdz (2013) said that in the context ot

organizational behavior (OB), “software development remains a poorly understood



process” (p. 14). Based on what previous studies have mentioned and what the
rescarcher has reviewed in past literature, research on the interpersonal characteristics
and competencies of software engineers are scant (Kosti, Feldt, & Angelis, 2014;
Rezvani & Khosravi, 2019), especially in relation to their ethics. With the recurring
incidents of unethical behaviour in the IT/SE industry, educators, practitioners and
researchers are becoming more aware that more effort and attention should be given to
understanding the software engineers developing the software (Kosti, Feldt, &
Angelis, 2014). If the relationships between the ethics of software engineers and their
interpersonal characteristics are investigated, this will help in understanding the
dynamics surrounding the ethics of software engineers and what can be done to
improve the situation.

In this study, three interpersonal characteristics of software engincers were
chosen to be investigated in relation to their work cthics: work performance,
emotional intelligence (EQ), and job satistaction. Theretore, including work ethics of
software engineers, there are four variables in this study altogether. The next section

will describe the rationale behind choosing these variables.

1.2 VARIABLES OF THE STUDY

This study will have four variables: Work Ethics, Emotional Intelligence (EQ), Work
Performance and Job Satistaction. The following scctions describe why they were

chosen for investigation in this study.

1.2.1 Work Ethics and Emotional Intelligence (EQ)
As this study intends o investigate the relationship between cthics of software

engineers at the workplace and other variables, Work LEthics of’ soflware enginecrs



will be one of the variables. Ethics can be simply defined as “a system of moral
principles” (Belyh, 2016, p. 1). They influence “how people lead their lives, for life is
an unbroken stream of decision-making and ethics are concerned with what is the
right moral choice, for individuals and for society” (Belyh, 2016, p. 1). Within an
organization, staff behaving ethically would mean that they complete their work
responsibly with integrity and honesty, that their work is beneficial and not harmful,
and “adhere to policies and rules while working to meet the aims” of the organization
(Belyh, 2016, p. 1).

Another variable that will be studied is Emotional Intelligence (EQ) which is
described below.

There is a clear linkage between an employee’s individual characteristics, such
as his/her ethical beliefs, and deviant/unethical behaviour at the workplace (Robbins
& Judge, 2013; Yadav, Dubey, & Ali, 2015). However, there may also be situational
characteristics that can cause an employee to behave unethically (Yadav et al., 2015).
Affective Events Theory (AET) which was developed by organizational
psychologists, Weiss and Cropanzano (1996), explains that emotions experienced by
workers at the workplace have an influence on work performance and job satisfaction;
the emotions of workers are important for handling workplace situations which can be
positive or negative. Upon inspection of the workplace that software engineers work
in, it can be observed that software engineers work in rapidly-changing business
environments (Lee & Xia, 2005) that are demanding and competitive (Glnsel &
Agikg6z, 2013) which results in them facing a lot of pressure which leads to stress
(Rezvani & Khosravi, 2019). Rezvani and Khosravi (2019) say that increasing levels
of stress affects a software engineer’s “ability to self-regulate their feelings and

understanding” (p. 139). As humans, and according to AET, software engineers not



only bring their personalitics, cthical beliefs, knowledge and skills to their work, they
also bring their emotions (Kelly & Barsade, 2001). Emotional intelligence (EQ) was
first described formally by Salovey and Mayer (1990). They defined it as “the ability
to monitor one’s own and others’ feelings and emotions, to discriminate among them
and to use this information to guide one’s thinking and actions” (p. 189). Later on,
researchers came up with more detailed definitions such as ‘‘the set of abilities that
enable a person to generate, recognize, express, understand, and evaluate their own,
and others’ emotions in order to guide thinking and action that successfully cope with
emotional demands and pressures’” (Van Rooy & Viswesvaran, 2004 , p. 72). As
described earlier, the complex nature of a software engineer’s job calls for intense
social interactions, and such interactions cause stress (Rezvani & Khosravi, 2019) and
produce many emotions (Reus & Liu, 2004), and this can affect their cthical decision-
making (Goleman, 1995; Haidt, 2003; Angclidis & [brahim, 201 1; Deshpande, 2009,
Fu, 2014). A software engineer with a higher EQ 1s more likely to manage their
emotions better, leading to lower levels of stress (Gohm, 2003; Rezvani & Khosravi,
2019), and more likely to have better ethical decision-making (Fu, 2014). Also,
previous studies have found that employees with higher EQs had positive correlations
with work performance (Goleman, 1995; Goleman et al., 2002; Dulewicz et al., 2005;
Brackett et al., 2011; Rezvani & Khosravi, 2019), team performance (Druskat &
Woltt, 2001 Jordan & Troth, 2004; Giinscl & Agikgoz, 2013), job satisfaction (Sy et
al., 20006), and successtul software projects (Nicholson & Sahay, 2004; Hocegl &
Parbotecah, 2007; Ginsel & Agikgoz, 2013). In fact, studics have shown that skills
associated with Q) arc twice as important for carcer suceess as intelligence (1Q) or
technical skills (Law ¢t al., 2004; Cote & Miners, 2000). Holt and Jones (2005)

highlighted the cconomic value of EQ: **In the age of inlormation and highly
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specialized work teams, emotional intelligence is becoming a vital skill as people
must accomplish their work by collaborating with each other, and their ability to
communicate effectively becomes as critical, it not morc critical, as technical skills
and capabilities” (p.15).

Conservation of Resources (COR) theory (Hobfoll, 2001), as cxplained by
Rezvani and Khosravi (2019), describes that “people aim to keep, safeguard, and
construct resources. Resources are defined as objects, conditions, personal abilitics,
and attributes or energies in which the individual places value (Hobfoll, 2001). These
can either be valued in themselves or facilitate the achievement of specified objectives
(Hobfoll, 2001). A setting that drives an individual to anticipate a possible or actual
loss of resources, or the application ot resources without the potennal to acquire
turther resources. can thercfore gencrate stress (Hobfoll, 1989, 2001)" (p. 140).
Adding to what was described earlier, software engineers experience many difficulties
in their efforts to successfully complete their projects, especially in complex and
broad projects (Gupta, George, & Xia, 2019), and this increases levels of stress.
However, the development of personal competencies such as EQ can serve as a buffer
to any loss of resources in such situations (Hobfoll & Shirom, 2001; Holmgreen,
Tirone, Gerhart, & Hobfoll, 2017). EQ can be an “interpersonal support resource”
(Rezvani & Khosravi, 2019, p. 140) that can be used to reduce the negative influence
of stress on software engincers, cspecially on their cthical decision-making. Sclf-
report EQ measures that are based on Salovey and Mayer’s (1990) definition of EQ,
such as Schutte et al. (1998) and Wong and Law (2002), assert that “‘emotional
capabilities are acquired skills that can be nurtured and enhanced” (Rezvani &
Khosravi, 2019, p. 140). Researchers have found that EQ is a skill that can be trained

and have conducted studies where they trained students and professionals alike and



found the results to be positive; their EQ did increase (Grant, 2007; Herrera ct al.,
2019). Therefore, as EQ is a skill that can be nurtured and enhanced, and according to
COR theory, EQ may be an important resource for software engineers to acquire that
can assist them in dealing with the various positive and negative situations that occur
in their work, especially with regards to ethical decision-making.

Additionally, in relation to ethics, researchers have pointed out that just having
a high EQ is not sufficient for employees. Gibbs et al. (1995) said that ‘‘without a
moral compass to guide people in how to employ their gifts, emotional intelligence
can be used for good or evil’”” (p. 67). Also, Maak and Pless (2006) argued that
“‘responsible leaders need both emotional and ethical qualities to guide their action
and behaviour in interaction’” (p. 105). Segon and Booth (2014) reviewed several
emotional competency inventory frameworks that are popular in business leadership
and management development and found that, in terms of their definitional constructs.
it is possible for a manager/leader to display high EQ but still be an unethical
individual; they demonstrated this through analyzing several high-profile cases of
business leaders who were praised by the public but were later found to have behaved
unethically. They said that the frameworks did not include an ethical dimension in
them. They concluded that ethics competencies must be included in the frameworks to
guide EQ. And although studies exploring the relationships between cthics and EQ) arc
scant, the few that arc available have shown that the cthics of an employec were moit
clfcctive when the employee had high BQ and vice versa (Deshpande, 2009,
Angelidis & Ibrahim, 2011 Fu, 2014, Chowdhury, 20050 Ashrat, Hossemn, &
Domsky. 2017).

In the introduction, the researcher deseribed that many unethical incrdents

have occurred in the IT SE industry and keep occurmnng, and that investgaung the



ethics of software engineers and the relationships it has with other variables are of
significant importance in understanding what could be done to improve the situation.
As discussed earlier, software engineers experience a lot of pressure in their jobs
which can lead to high levels of stress. Based on AET (Weiss & Cropanzano, 1996)
and COR theory (Hobfoll, 2001), their emotions are important in dealing with this,
and can impact their ethical decision-making (Goleman, 1995; Haidt, 2003; Angelidis
& Ibrahim, 2011; Deshpande, 2009; Fu, 2014). Therefore, EQ is one of the variables
that will be investigated in relation to the work ethics of software engineers. Studies
investigating this relationship among software engineers are scant. And previous
researchers of other areas have also recommended this investigation. Holian (2006)
recommended that future research investigate whether ethical decisions are attected
by skills associated with EQ. Also, Mulki et al. (2009) proposed that future research
address the impact of EQ on an individual’s ethical judgment. Bay and McKcage
(2000) said that ““it may cventually be shown that emotional mtelligence 1s one of the
variables that may explain the current gap between ethical understanding and ethneal

behaviour™ (p. 441).

1.2.2 Work Performance and Job Satisfaction

The third variable that will be investigated in this study is Work Performance.
The performance of employees is crucial to the success of a company (Leonard,
2019), and unethical behavior of employees will negatively impact this (Rogerson et
al., 2017). Therefore, the relationships between Work Ethics of software engineers
and Work Performance will also be investigated. Earlier, it was stated that EQ was
found to have positive corrclations with Work Performance (Goleman, 1995;

Goleman et al., 2002; Dulewicz et al., 2005; Brackett et al., 2011; Reczvani &



Khosravi, 2019). Therefore, the moderating role of EQ between Work Ethics and
Work Performance will also be investigated.

The fourth and final variable that will be investigated is Job Satisfaction. It has
been found by Robbins and Judge (2013), authors of the textbook, Organizational
Behavior, that employees who were satisfied with their jobs were more likely to have
better work performance, have higher organizational citizenship behavior (OCB),
bring higher customer satisfaction, have less absenteeism, have lower turnover rates,
and lower workplace deviant behavior/less unethical behavior. Previous research has
found that ethical conduct can improve Job Satisfaction (Ali & Al-Owaihan, 2008;
Khan, Abbas, Gul & Raja, 2013) among employees. Therefore, it would be
worthwhile to investigate whether Work Ethics of software engineers has an effect on
their Job Satisfaction as well. Also, earlier, it was stated that EQ was found to have
positive correlations with Job Satisfaction (Sy et al., 2006). Therefore, the moderating
role of EQ between Work Ethics and Job Satisfaction will also be investigated among

software engineers.

1.3 PROBLEM STATEMENT

Many unethical incidences have occurred and keep occurring in the IT/SE industry.
Yet, not enough action is being taken regarding the ethical dimension of IT/SE in
education, industries and research. One way of taking action in research is to
investigate the relationships between the ethics of software engineers and other
variables. This will increase our understanding of the dynamics that surround the
ethics of software engineers and what can be done to improve the situation. Software
engineers work in rapidly-changing business environments that cause intense social

interactions which results in them facing a lot of pressure which leads to stress. Based
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on AET and COR theory, their emotions are important for dealing with this, and can
impact their ethical decision-making. Previous studies have shown that employees
with higher Emotional Intelligence (EQ) were able to manage their emotions better
leading to less stress and performed better at work, and are more likely to have better
ethical decision-making. Also, job satisfaction has been found to be important for
better work performance, better organizations, less unethical behavior etc. Therefore,
in this quantitative study, the researcher aims to empirically investigate the effects of
Work Ethics (independent variable) of software engineers on their Work Performance
(dependent variable) and Job Satisfaction (dependent variable), and whether EQ
(moderating variable) moderates the relationships between them. The findings will
give insights on the relationships among these four variables and are expected to give
valuable information on the need of both Work Ethics and Emotional Intelligence

(EQ) in software engineers for improving their ethical behavior at the workplace.

1.4 RESEARCH PURPOSE
The purpose of this research is to empirically investigate the relationships between
software engineers’ Work Ethics and their Work Performance and Job Satisfaction,

and the moderation effect of EQ between them.

1.5 RESEARCH QUESTIONS

1) How does the work ethics of software engineers relate to their work performance?
(1)
2) How does the work cthics of software engineers relate to their job satisfaction?

(Q2)



3) How does EQ moderate the relationship between the work ethics of software
engineers and their work performance? (Q3)
4) How does EQ moderate the relationship between the work ethics of software

engineers and their job satisfaction? (Q4)

1.6 RESEARCH OBJECTIVES

1) To empirically investigate the relationship between work cthics of software
engineers and their work performance (O1).

2) To empirically investigate the relationship between work ethics of software
engineers and their job satisfaction (O2).

3) To empirically investigate how EQ moderates the relationship between work
ethics of software engineers and their work performance (O3).

4) To empirically investigate how EQ moderates the relationship between work

ethics of software engineers and their job satisfaction (O4).

Work Work
Ethics Performance

b 4

Figure 1.1 Rescarch Objective |

Work Job
Ethics Satisfaction

Figurc 1.2 Research Objective 2





